O mn i du ad The next generation in security is here...

Manage your entire network security in one place, from anywhere

Omniquad Border Secure

Complete perimeter Security and vulnerability assessment for your organisation.

Omniquad Border Secure addresses the key aspect of network risk management — vulnerability assessment. It is also the world's first
system testing susceptibility to e-mail borne threats, making the Border Secure Service the most comprehensive network security service
available today. Omniquad engineers in our operations centers will use a variety of commercial, automated and proprietary systems to identify
system and e-mail vulnerabilities on your network. Acting as potential intruders without any prior knowledge of your systems, they will perform
scheduled and selective checks of your communication services, operating systems, and routers in search of those vulnerabilities most often
exploited to attack your network. Border Secure provides you with a comprehensive report detailing vulnerable areas and recommended
solutions.
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Vulnerability Assessment/Penetration Testing

The service provides on-demand and scheduled security audits that identify and analyse all the IP devices on your Internet connection. The
discovered vulnerabilities are prioritised, allowing you to eliminate risks based on your resources and security policy.

E-mail Check

Omniquad is the first vendor to introduce e-mail vulnerability testing — the only available system that actively tries to compromise your network
security by the use of e-mail. The system covers all types of risks associated with e-mail messaging and covers a range of scenarios: viruses,
LoveBug-style and other types of scripts, executables and Trojans. During each scheduled assessment, E-mail Check will randomly send
ordinary looking messages to a special alias account — each e-mail will be hiding a threat-assessment module. Each module has been
designed to detect whether it managed to get through your e-mail screening system (if you have one); and finally what it could do at the end
user's desktop.

As new vulnerabilities are discovered, we will automatically check our clients' networks, and report back with recommendations on how to fix
exposed security threats, providing the most up-to-the-minute network audit available. Our Security Analysts working 24/7 stay on top of the
security scenario. So we reduce the window of vulnerability between the exploit being published and intruders succeeding in their attempts to use
it on your system. So, your enterprise is always up to date.
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Features and Benefits of Border Secure

» Proactive vulnerability assessment
b Scalable Scans from single host to entire network
» Fully Managed Cost Effective Service
» No expensive infrastructure, extra hardware, software or training
» No need to divulge confidential information
» Up to 2000 different vulnerability tests including
Windows based attacks
Denial of service attacks
CGl Abuses
Root exploits
Port Scanning
b Assesses firewall's effectiveness in addition to applications and protocols such as web, FTP, and e-mail
» On Demand Security Audits: Scans can be requested after any network change

» Scheduled Security Audits: Scheduled and Ad Hoc Scanning takes place every day and reports are sent at regular intervals (less
frequent). However, any vulnerability will be alerted the very moment.

» Comprehensive Reports: With Risk Profile Detection Evaluation and Prioritization, reports are sent to the client on regular basis.



